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Abstract

We introduce the new GF(2®)-based digital signature scheme TTS
(Tame Transformation Signatures). TTS is a consequence of the public-
key cryptosystem TTM (Tame Transformation Method) and shares many
of its superior properties, resulting in low signature delays, fast verification
and high complexity. The commercial applications of TTS is protected
under the patent of TTM. TTS can either be blended with currently
fashionable hash functions (such as MD5 and SHA-1) or its own related
hash function TTH (Topsy-Turvy Hash). We describe the principles and
implementation of TTS and TTH, and analyze their properties — both in
absolute and comparatively to alternative schemes.

1 Introduction

Secure authorization and authentication of information have been important and
imminent problems in this age of the Internet. Identity fraud and sometimes
outright theft runs rampant and many solutions have been proposed to rein in
these beasts. Most involve some form of digital signatures and hash functions,
hence faster and more secure hashes and digital signature schemes will be of
great service in many ways.

In the course of this article, we will use the principles behind TTM (Tame
Transformation Method, [11]) to derive a new digital signature scheme TTS
(Tame Transformation Signatures). We also introduce a new related hash func-
tion TTH (Topsy-Turvy Hash). TTM, TTS and TTH all work on a nite eld
and have very similar designs. ue to their common ancestry, they share many
properties including high comple ity (security), ease of implementation and
good e ecution speed. The following is a summary of the remaining sections

brief recap of how Tame utomorphisms are used to construct the
current TTM cryptosystem and the basic properties of TTM.

The basic ideas behind Tame Transformation Signatures (TTS).

Two simple but practical implementations of TTS.



nalyzing properties of TTS, and comparison to alternatives.

escribing a new related hashing scheme TTH and its features.

uto or 1 nd

( ) ( ) is usually given as a set of
relations (where each  is a polynomial, and the subscripts can be permuted)

( )

Tame utomorphisms had been rst researched in algebraic geometry, but
its use was rst proposed by T. Moh in the conte t of public-key cryptography
infrastructure ([11]). They possess the desirable property that

1.  preimage () can be computed very uickly by computing
(solving for) each component serially, but

. an e plicit polynomial form for will be very hard to write out in full,
being of very high degree with many, many terms
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When TTM was rst proposed it had an T (linear-tame-linear) form, with

), ( ) (where denotes composition, i.e. substitution).

and area ne (linear) and is tame and homogeneous uadratics for each

, and an e pansion rate of 1 during encryption. This is susceptible to attacks

by . Montgomery and . Sathaye (both unpublished) due to the fact that

the rst coordinate in the tame portion is  ed (as is practically the second
coordinate, since  is essentially constricted to ).

To ameliorate this aw, current implementations of TTM (as in [11]) use

an TT (linear-tame-tame-linear) form (). lthough



in principle, TTM may be of the form T T with one or more T. In this
form the components and  are a ne (linear),

gain all displacements are homogeneous and uadratic.

The ma or deviation concerns , which is a specially constructed
Tame utomorphism with this form
( )
( )

such that the degrees of and  are suitably large (eight, in current practice)
but the composition are uadratic in each component of the
image. Thus, looks like a generic uadratic with degree-
e uations of variables each, and is given in the composite form as the public
key. To achieve this desirable form, we need to be substantially larger than
. Tradeo s must be made between encryption time ( (), or proportional
to the s uare of encryption blocksize and the e pansion rate) and safety. .g.
one of the current implementations of TTM uses 1 and (multiples
of being easier on the programmer with computer architectures as they are).

The private key is the collection of all information built into each of the
modi ed in such a way to ma imize decryption speed.

Improved in the manner as described above, TTM is secure and speedy
to the point where it can be used on its own and not in con unction with a
symmetric cipher. In more traditional I, a public key cryptosystem is only
used to e change the session key, and such is the case for the well-known SSH
(Secure Shell) and ( retty ood rivacy) protocols. In its current form,
TTM remains a strong cryptosystem under all known attacks (see Sec. ).

ne can refer to [1 ]-[1 ] for more details.

In retrospect, one might marvel at some of the similarities in the design
of S ( indael) and TTM TTS. oth linear and non-linear operations are
included. The linear operations have a di usive e ect, uickly mi ing all compo-
nents and masking underlying algebraic relations but the non-linear operations
are necessary to disrupt the structure of linear mappings (otherwise the result
of a mapping will be determined by the result on a basis of the space). S
uses the action of taking a multiplicative inverse as the non-linear operation and
in TTM TTS we use uadratic polynomial substitutions.

urther information on TTM can be found at . We
do want to stress that

available (say) via Motorolas Iti ec
technology. See [1 ] for one such implementation for TTM.
or an e ample of a toy component of TTM, please see [ ].
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To sign a message digitally, one takes its digest (hash) value according to some
agreed hash function (in the well-known protocol, this is SH -1), then
run that hash value through a signature function (for ,thisis S -1 or
- ). The result is the digital signature. uring authentication, the recipient
substitutes the signature into a veri cation trap-door function and compares
the result with the message digest (using the same hash function). If they are
the same, the message is presumed clean .

essag Hash '
M e Function

Compare
‘check! /
/

Verification
Function

igure 1  igital Signature and uthentication rocesses

We see that the use of Tame utomorphisms leads to strong cryptosystems
with good properties. T. Moh discussed in his seminal paper [11] the theory
on how to derive good digital signature schemes from using the same principles
behind TTM (i.e. Tame utomorphisms), but our article is the rst time that
the details have been eshed out and Tame Transformation proposed as the
centerpiece of digital signature infrastructure without any mathematical cloud.

In a public-key cryptosystem one releases an in ective function (the encryp-
tion map) whose trap-door inverse (the decryption map) is hard to nd. In a
digital signature scheme, the veri cation map released is an inverse to a hard-
to- nd in ective trap-door (the signing map). ust ne for a symmetric cryp-
tosystem like S | but the TT -form TTM encryption mapping is no longer
a bi ection (not sur ective ) and cannot be used directly for digital signatures.

In TTS, we follow the theory in [11] and switch back toa T format for the
mapping. The general idea is as follows the message or hash value is padded
out in a certain way before a tame transformation is applied. gain before and
after the tame transformation there is an a ne mapping portion.



adding is a necessary evil because a simple T scheme will be relatively
unsafe. If we pad zeros after each message, we obtain the scheme TTS- if we
pad random numbers in front of each message, we get TTS-r. ia padding we
maintain the kernel as (the identity plus) a homogeneous uadratic with the
same nice properties as Tame utomorphisms.

TTS- is a basic implementation of digital signatures using Tame utomor-
phisms. The signature length is the (digest) hash length plus bytes.

In a basic version of TTS- , the -byte signature ( ) comes
from a  -byte digest value from the following component maps

Tame-like Map of ( )

The Tame-like Transform portion  is given by the following e uations

It should be readily visible from the above formulas that
If then this is a Tame utomorphism and

the rst ten e uations are pretty much constructed to
provide for distinct uadratic s uare-free terms for all e uations but



the second half of these e uations are formed in a regular manner and

ample oral -byte message digest (asin M ) and -byte signature,
the number of e uations in the regular pattern is decreased by  and
( ) replaces ( ).

ach of the coe cients can be chosen freely as long as it is
non-zero. The linear mappings can also be chosen arbitrarily e cept that we
pick (compute) of the a ne (linear) mappings so that the resulting mapping
has no constant part. ssentially, the freely chosen coe cients is

stored in a form for fast e ecution of the signing code as the private key.

We can now compute (solve for ) with the conditions
learly, given any digest , we can compute the signature
uickly under these constraints.

iven a message and its digital signature , we hash its digest value

() and check to see if ( ). If yes, the message is presumed
genuine else it is re ected as likely fake. The composite mapping is a
generic uadratic set of polynomials without any constant terms.

1

The upper triangular matrices  and vectors  (suitably modi ed for speed)
are stored as the public key. (See Table 1 for the sizes of keys).

r

This implementation utilizes random elements from () and the sig-
nature will be bytes longer than the hash value. bits from a su ciently
random bitstream is needed without dedicated hardware, the best source is

perating System level entropy collection based on I  latency, as in the pseu-
dodevice les or in various free nices.

Without loss of generality, take to represent a  -byte (1  bits) hash value.
We obtain the signature (), an -byte string, with the
following component maps

Tame-Transform of ( )

The Tame Transform portion  is given by the following e uations

niform andom ariable in



niform andom ariable in

where ( ) (note subscripts), and ( )
() will be constructed during the signing process by solving the
above e uations. The signing portion or private key is given by the information
in each part of the composite , and during the process each step
is evaluated separately.
s we would mention below, it s possible to take certain shortcuts in the
signing process (see .1).

erifying under TTS-r is nearly identical as under TTS- . The veri cation
mapping or public key is given by the composite of . This also
evaluates to a generic set of uadratic relations

1

The matrices  and the vectors  therein are then recorded as the public key.
We should mention that normally there would be a constant term for each

e cept that we ad ust  above to zero out them all. ey sizes (mildly larger
than when using TTS- with the same hash function) can be found in Table 1.

TTS- TTS-r
e uations 1 1
variables

message (bits) 1 1 1 1 1 1
signature (bits) 1 1 1
linear terms
uad. terms 1
terms per e .
public key par 11 1 1

linear-1 coe 1 1 1
T M coe
linear- coe
private key par 11 1 11 1

Table 1  omparison of basic key lengths for TTS- and TTS-r

TTS-r is slightly unusual in the sense that the same message may not result
in the same signature (in practice not a problem).
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oth TTS variants can be easily adapted to any size of hash value. or e am-
ple, in TTS-r, a hash of 1  bits or twenty bytes (using a Tame
utomorphism) would be chosen for compatibility with SH -1, with a  -bit
( bytes) signature a similar construction for M with a 1 -bit hash value
would generate a 1 -bit signature in TTS-r (and 1  bits in TTS- ). If neces-
sary, trampolines (data created to be programs) corresponding to other hash
sizes can be created on the y in response to the user s needs.
TTS can always be adapted by adding more s uare-free uadratic terms for
higher level of security. This action will not a ect the speed of veri cation, ust
increase the size of the private key and slightly slow the signing speed.

co r ti tud

TTS (and TTH) like current implementations of TTM work with the a ne
spaces over the nite eld (). We venture our humble opinion that small
working sizes associated with nite elds can be easier implemented e ectively
than alternatives with very large working sizes, such as the astronomically big
groups used by S | , 1 amal and their relatives. point in support
is that S (see [1] and [ ]), favorite symmetric cryptosystem based
on the 1indael block cipher, is also based on computations over the very same

nite eld (). The choice of () is natural as not only is it convenient
computationwise, it allows natural sub eldsof ( )and ( ), making for
easier practical implementation with reasonably-sized keys.

Most e tant I ( ublic ey Infrastructure) are based on S . main draw-
back of S signatures is its large signature sizes (usually 1 or bits,
much larger than nite- eld-based ones). S schemes have relatively

smaller keys, however. Signing a message under S is again signi cantly
slower than under TTS, due to the underlying structures. ey generation is
again faster under TTS than under S . 1l in all, there are distinctive advan-
tages to use TTS rather than S . The superiority is more pronounced against
(say) the even slower S SS (based on discrete logarithms).

In any multivariate uadratic nite- eld based schemes (to which T'TS belongs)
like S SH ([1 ]), to verify a message is much like encrypting a message in
the corresponding ublic ey ryptosystem that is, veri cation in S SH
is also substitutions into a set of wuadratic polynomials ust like TTS, so uses
comparable time and resources. T ([1]), which also has polynomial
substitution for this step, performs similarly here.

However, signing a message is really like decrypting a message under the
analogous cryptosystem, we see substantial performance di erences (Table ).
The structure of TTS is such that decrypting is again a substitution process and
hence it is easy to code and uick to run. S SH (based on ) is more



troublesome in this aspect. The signing procedure for T , e uivalent to
the decrypting process of H  from which it is derived, is based on solving
e uations in a largish nite eld, and as such is hard to code for and snail-paced
in comparison. ne can see from the data in Table that TTS shines against
(at least) these rival schemes for digital signatures.

T S SH | TTS- TTS-r
ength of signature (bits) 1 1
ength of public key (k ) 1 1. . .
ength of private key (k ) . 1.1 1.
enerating key pair (sec) (avg.) 1 1 1
Signing a message (sec) 1 (avg.) 1 1 1
erify a signature (sec) 1 1 1 1
Table omparison of signature schemes (times on a entium III ).

The underlying structure is also why T'TS generates keys faster than S SH
or T . ne might also point out, of course, that the () used in
S SH instead of () makes it impossible to e ploit the e istence of in-
termediate eld e tensions. In Sec. we can see how the e istence of compatible
sub elds of () can help with TTS.

astly, there is no chance that an attempt to sign a message will fail as
incredible as it sounds (and as small as this probability is), this possibility
actually e ists in T .

ri r tn i

The problem of solving a set of uadratic e uations is  -complete ([ ], [ ]),
hence unless there is an inherent aw in TTS, no attack can do much more
damage than brute force. f course, given the kinship between TTM and TTS,
most attacks that applies to an implementation of TTM may be surmised to
apply to TTS, and some notables have made notable attempts

1. ac ues atarinin [1 ] and later [1 ] gave and used algorithms for solving
I (Isomorphism of olynomials) roblem given sets of two uadratic
relations (mappings with ( )

1 ) and , nd a ne (linear) mappings and such that

. ( eduction to) I is ine ective against TTM because
(see [1]) atarins algorithm re uires e plicit knowledge of and
but all current production- uality Tame utomorphism based methods
include many user-determined terms in the kernel mappings.

ipnis and Shamir invented the improvement to the
usual linearization approach solving sets of high-order e uations, based
on the simple fact that

(HC) CHe) CHO)

in any eld. It does ameliorate to some e tent the problem of too many e -
traneous solutions and is used against H  in [ ]. However as is shown in



[1 ] such an attack does not decrease the amount of computations needed
for solving many implementations of TTM to a manageable level.

. In [ ] we see that e periments have been performed by . ourtois.,
limov, . Shamir, and . atarin with new methods and

against so-called overdetermined cryptosystems . Since this means more
e uations than independent variables and include no current systems other
than Tame utomorphism based systems, one might be usti ed in con-
cluding that someone had (some version of) TTM in his sights. However, it
is illustrated in [1 ] that such attempts are futile according to the century-
old mathematical te ts of Hilbert and Serre, because for to have any
e cacy the solution set at ~ must be either empty or -dimensional.

.In[] . ourtois, and . oubin asserted that the is
e ective against TTM. nfortunately the paper was so full of inaccuracies
as pointed out in [1 ], that it is hard to see how the ourtois- oubin attack
can be mathematically sound.

In each polynomial of the kernel Tame Transformation for any TTS scheme
is four distinct s uare-free uadratic terms, none of which ever being replicated
in another polynomial. ny linear combinations will not result in elimination
of any terms. s uare-free terms are considered plenty by current authorities
should there be new attacks that can e ploit the smallness of number of terms in
each polynomial, a few new terms can be appended without substantial penalty.

s in the case for TTM (see [11] for details), any cracking attempt will not
do much better than a brute force search and all reasonable implementations of
TTS has an e ective comple ity above

i duction

s can be seen above, TTS has signi cantly larger keys than those in S |
although they are still smaller than say in T . We can make it smaller
and more manageable with one of several restrictions on the mappings involved.

educing the size of public keys in TTS is essentially the same as for TTM. i a
-bit sub eld () that is compatible (has a compatible multiplication
table) with our (), and use elements from  for all the uadratic terms
in the Tame Transformation and all matri elements in the a ne mappings.
This e ectively cut the public key size in half and can also nearly double the
e ecution speed with suitable programming e ercises.
f course, the time needed to crack the scheme also goes down, but the
analysis show that the comple ity is still easily beyond the reach of crackers in
the foreseeable future.

There are various ways to decrease size of private keys. f course, using a
compatible () will also decrease the private key size, but we can cut
down further on this size by either of these tricks



1.

sing 1-bit entries for the linear-part s uare matrices. or TTS-r with
-byte hashes and  -byte signature, we would instead of bytes
in the private keys have 1  times that many bytes for a total of 1

This key reduction trick enables the programmer to avoid costly table
lookups and to use a variety of common SIM techni ues to do several
operations in parallel, and some of these methods does not even re uire
the to have SIM instructions

sing the composition of a diagonal matri , a complement of
a permutation matri (e actly one entry out of every row and column
being with the others being 1) and another diagonal matri for the
matrices in the linear parts. In other words, ( ) , and
( ) for the matrices of the linear portions. oting that
with characteristic- elds, is unitary for permutation matrices of
even order, ( ) and ( ) .
sing -byte hashes with TTS-r (i.e. -byte signatures), we would have
instead of 11  bytes in private keys a rather smaller (
) ( ) 1 Dbytes in private keys.

This trick cuts the running time from ( )to ( ), where is the number
of bytes in the signature.

oth of these simple tricks would cut the private key sizes for TTS-r (

) down to (there are parameters in constant parts and the Tame u-

tomorphism part), comparable to S

1

t i unction

We uote the e cellent criteria for hash functions in [ ]

1

The purpose of a hash function is to produce a  ngerprint of a
le, message, or other block of data. To be useful for message au-
thentication, a hash function = must have the following properties

1. can be applied to a block of data of any size.
produces a  ed-length output.

() is relatively easy to compute for any given , making both
hardware and software implementations practical.

- ( ) or any given code , it is computation-
ally infeasible to nd such that ()

- ( ) or any given block , it is com-
putationally infeasible to nd such that () ().

- ( ) It is computationally infeasible
to nd a pair of blocks such that () ()

The most commonly used hash functions include the 1 -bit M and the
-bit SH -1 (the default in Jand I M . wue to a birthday attack
possibly reducing the comple ity of building a plainte t with any given M
hash to , most authorities recommend at least 1 -bit as a minimum safe-
guard.

11



ne common message authentication algorithm (M ) is based on a
(cipher block chaining) mode S encryption operation The data to be authen-
ticated is padded appropriately and divided into  -bit blocks .

sing the S algorithm  with secret key , the (data authentication
code) is computed as follows

( or )
( or )
( or )
With the being  or some leftmost portion thereof. The construction of

our hash, which we will call TTH (Topsy-Turvy Hash), is uite similar

1. adding one bit and a number of 1 bits are appended to the

message block so that the length is congruent to (mod ), where

is number of bytes in a hash value, usually or . Then append the

length (modulo ) of the message as a long integer in little-endian format.

ote that like M , we always pad even when the length is already
(mod ) (i.e. pad another  -bits in that case).

ivide the resulting string into  -bit blocks , then recursively
construct the following

( or )

( or or )

( or or )

( or or )
where  is a random -byte vector and a set of generic uadratic
polynomials with its coe cients picked from the binary e pansion of
(essentially a truly random bitstream). There

will be no structure, decomposition, or easy inversion and it is an -
complete problem to solve such e uations ([ ], [ ]).

bviously, the with some essentially random but ed string is to
avoid certain types of man-in-the-middle attacks.

Why do we need yet another hash function when there are already so many
others around There are at least three such considerations

1. The size of the hash value is easily ad ustible. The basic approach would
not be in danger of being discarded as the M algorithm now seem to
be. With TTH, we can simply shift to a higher number of bits.

. The algorithm is simpler than SH -1 or M |, and easier to implement.

. We can use for free to compute TTH the same subroutine used for other
Tame- utomorphism-related substitutions.



This last point is e ploited in production code see the following segment

in a library routine used for veri cation in TTS, encryption in TTM, TTH
( ote performs a look up for in (), in the multiplica-
tion table )
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